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Authentication
Authorization
Auditing



2.1.1 Authentication (21%)

HadoopOj|A= Kerberos, Delegation Token= AF&9HC|
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2.1.2 Authorization (#HeH5 ¢, 517}) DEVIEW

ALEXPL Q7% E|AAL HE S o7t/ HEE 2elot= b
0| CtA|= Authentication O] 2t= =l 0|20 ZISH=IC}
UHIM O 2 Access Control Lists (ACL)Z 22|}

Mot —'?'—OEIE 2HHSIA| B2 ALE Ko} QFot
olztt QIS O E= Aol B0 E SHIEH &
HDFS: POSIX Permissions, POSIX ACLs

YARN: Queue ACLs (admin-queue, submit-app), Job ACLs (view, modify)
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215 (Authentication) 3! ¢t £0{(Authorization) 2}
Auditing2 ZAXIZRE| A|A-S BT EIX| RSt
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HDFS: hdfs-audit.log
YARN: rm-audit.log, nm-audit.log
Kerberos KDC: krb5kdc.log
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2.1.4 Authentication vs Authorization

= JH0] A0] Qs HDIt B0| U0JA L 4 ULt

o

/etc/passwd Off &= J{'E0| 25 =O0f UL} Ofell 22 Cl|O|E2} U= i
joe:X:1234:56:/home/joe:/bin/bash

A2 X} joe = A|AHIN| 201 &~ Q= HTH0| (Authorization)O| ULk
ofX|2+ H|HH 2 I} LX|(Authentication)slOFX|2F 21018t 4~ QIC}



OlM dlE5= A

2232 XN|=StCt (Authentication)
ol S2&|0] Y =X| 2RISIC} (Authorization)
StC} (Auditing)
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2.2 Kerberos 2018

s5t50| 9152 HHHAS ALRIICH
HH{2{A EX

1. 3Gt MHOM AFBXF BES &
2. 829 HIZH=2 S HESI= 2| ¥
A= A

3. ATiM o= He Qu|2te| El

4. Single Sign On



2.2.1 Kerberos 01 pEviEW

Ad 04
—Ne

HHEH A MED} RIS S Alsot= ER. 2EX 22 CiEXAe] =HQlS Arg ettt B &EX} HE 9Tt
0f|> X.NAVER.COM

HHAL| ALEXL D, AFEAF= AFEHO| OFE == RULC
Principal 0> nn/nn1.example.com@X.NAVER.COM
foo@X.NAVER.COM

Keytab Key TableQ| 2¥X}. PrincipalQ| H{2@HS E X &sj= T

Ticket =Cl0|HES 8740 2 FHHH A MH(KDC) Of|M Z55tH SEH0|UEI MH|A FEE M ALE ST




2.2.2KDC '8 84

Authentication
Server (AS)

Ticket Granting
Ticket (TGT)

Ticket Granting
Server (TGS)

X
o2

Key Distribution Center2| X},
AS(Authentication Server), TGS (Ticket Granting Server), Principals
I HEHS E X35t DBE L9 K|0] QCH

SC0|HES| QMO = TGT (Ticket Granting Ticket) &5
ol E2t0|UE = H|ZHS E ASO| EL{X| 351

ASE TGTE QA3 2210|E Q| H|UHS 2 oS BfslA] HLHL}
S20|HE = XA H|EHHS 2 TGTE S 2 2o+

Of= AH

£3F Ol E|FIkxk
| —

TGS(Ticket Granting Server)0j| H&g 7
TGT E&0| d5otH 2010| 2z El AFE|

TGT(... Tlcket) 2 JIX|1 9ot TGSO|| MAEH H|UHS = T Q Of [prkxk
So0|HET H5old{= AH|AC| E|ZE Baote= AMH

AH| & EI’JJ; TEP oM olIT AH| A0 H|ZHS Gl0] HET = AUCt

= = = =
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Application Server

Client
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TGS5_REQ
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https://zeroshell.org/kerberos/kerberos-operation




2.2.2KDC '8 94 DEVIEW

- Ke); Distribution Center (KDC)

Authentication Server I
(AS) &D |

DATABASE

Tlcket Granting Server !
(TGS) |

Application Server

Client

TGS5_REQ

Authentication oo OIS 2 | EQAZ ML) M4s ot :
S 2. BEO| HUHSE HEYIAR MY HEBHK| QiCt . — /.

TGS_REP

Ticket Granting AMCHA O 2 mo © & J|710o| El3HIS ALes

>

Ticket Granting

Server (TGS)

= = = =
% 9‘||I|'|E'-'|ﬁ :Jé”, k% ?%3'2, kkk :753'3, kkskok ?%IZF

https://zeroshell.org/kerberos/kerberos-operation



2.2.3 Kerberos Ticket o5

KDC (TGS) oM Eg¢t A=t H|O|E £
H|ZHS Glo| AH|AQ HE5E = U Sl =
E|Zl2 F22|210] ULt
- AU O =2 24h AR (ticket_lifetime)
- Of&l0f| =25lA] oiH 201 M EfZllS Ha2t o™ E|Z2S W{7iX] i 21013 & 28 §iCt

2HIM O Z 7d AR (renew_lifetime)
MAIS o]l B U ST LOj s ElCt
- 24h R27(2t0] Pt &M 7d O|LHO{ = renew & &~ QICt

727(20] 2= E[7] T0| dil(renew) & = ULt Foto| Ailg o~ Gl &|eHo] ALt
e



DEVIEW
2019

Distribution
Center
1.
Get TGT
2.
Request Service Ticket
\ a o Name Node
' f;) SEDS CORP hdfs/host@YGRID

Connect with Service Ticket

https://www.slideshare.net/hadoopusergroup/hadoop-security-preview#8



DEVIEW

2.3 Delegation Token

ohz2| 2152 HH{2{ AL} Delegation Tokens A& ¢otC}
HHA S E4t 2 E0 ArER F% KDC 2} 8=0] ECf
HH 2 A S B2517| 2I5HA] SF=0lA Delegation Tokens = e

1. 22I0|UEE= HH{2{A 215 20f 4| =0f|A| Delegation Token ¥+
2. 0|2 82K FEI0|HE = Delegation tokens AFE5HA H|Y =0 QI SotCt

C| AAD{L|X], S|AEE|AH], EFYE[QIAH] SOi[A T Delegation Token Zagt



2.3.1 Delegation Token: A[2F =78 S5t

Delegation token O|= 271 X|2| A|2F £440]| QUL
- renew-interval: 24A|Zh
- max-lifetime: 74

1. Delegation token2 24A|2H(renew-interval)Li{0l| renew o} X| @004 &
2. renew 2 727|2+0] AFE|X|2F Z[CH 72 (max-lifetime)Z 2ol ALY o BXL
3. 7€0| X|L}™ Delegation token2 27} T|H{A| A2 =~ QLT
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2.3.2 MapReduce X|Z S &
|

. HAHZA Q1F5 0 2 | E0]| Delegation Token (0|5}
DT) & =(get) 28

. DT € Z&610{ MapReduce XS 2| AAD L] X (0|6}
RM)ol[ X|=

Yarn
NameNode L ResourceManager

. RMOjA DT 2443 =, MR Job &% 3
map, reduce task Of|A] HIE =l DTE Y|P E F = |
. a. RM QM 271" 2 YU =0 DT 4l (renew) 23 : N\
b. 20| 2R XM RM QA H|YLE=E0| DT AHX|(cancel) B\
27 . Worker Nodes
: :\;JJESLth)zbornexl

KMS DT \_ /

Client
(Job Submitter)

https://blog.cloudera.com/hadoop-delegation-tokens-explained/



2.4 Kerberos Ticket vs Delegation Token =™

Kerberos Ticket Delegation Token (DT)

H+l(renew) O] 7+52t0t? ts ts
O g 7|2Hsoft limit)* 14 =
O G 7|2Hhard limit)* 7 7%

AEO| A C[O|E{S K& OILI? KDC Of|A Ticket= X ESHA| p55 DTE ZE¢t MHOM DTE M

5 KDC Of|A] {22 E[ZIS 5201 DT= A2 eh2HEX| OtotA 814 ol 11

A (renew) of H|O|Ef HAE|LL? Fiolio| A = EHOIT 2 87 2 t0) Sl
ZH0| MFE EZIS A XHO|| DT /XIS 285H0F &
£1212 J1X| 3 9l S2tolelE ey e aee i renevier® Fles

-
XI™H = renewert renews & = U2

* MHAIRH O 2 QOIX|D} Hi 245t

o EARRIA (MR, Spark, Tez)O|A] Delegation token?| renewer = EHHH O 2 2|AADNLIX 0|1 renew-interval(soft-limit)2| 90% & [ renew 2L}
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2.4 Kerberos Ticket vs Delegation Token =z

Kerberos Ticket Delegation Token (DT)

ME{0lLA BIO|E{E MEISILE? KDC Ol Ticket H8IX| 042 DTS Wt AH0IA DTS HZe
[=) KDC O'”*-I *HE—?— El |2 HF1 |:||:|'O|-*-| DTI_ *H |:I|:|_x| O—;Dl’*‘l ||:|_:|7:| O'IJ_I_
SelrenamS SIEISIEESS ST E|200| AE Ol 2 85 (210) e

DT == @S I renevverg X|&dl
K™=l renewerft renew= & o~ U2

*MHAEO = RYRIFHEY = ULt
o ZLEAE(MR, Spark, Tez)0l|A] Delegation token2| renewer = EHEMAO = 2| AADHL|X 0|1 renew-interval(soft-limit)2] 90% & [ renew 2Lt
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Simple and Protected GSSAPI Negotiation Mechanism

6tS0]l= HTTP REST APIE X|2l5}11 Web-UIE QILC}
HTTP Z2 E=0||A1 Kerberos= X|&ol= T2 E=0|LC}

422 /spenay-go/ /AL|H|0]| 11/
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2.6 LDAP 2010

Lightweight Directory Access Protocol
C|2Ef2] AH|A

I35 A|ARO| CfFEEe|(ZH)= OfL|C

A MAHIL FoES BREE FASS LEES

AFEXAZA OAFEE| S Flol ArE et
Hadoop Security0jiA Es= OL|X|T ArEoIH S| AH 2F0| 0f 2 Hol TIC]
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http://www.OpenLDAP.org

Ambari-2.7.3

H D P 3 . 1 . 1 fuorst(;Rn':\Ar'u‘g: TOOLS SECURITY OPERATIONS

M IT Ke r b e ro S 1 ] 1 5 ] 1 Daé:::fr:‘z::: & Zeppelin Ambari User Views :::.?'::::::::: :::l:gl:.:glng
M
O p €n L DA P 2 . 4 ] 44 . Batch  Script ~ Sql  NoSql  Sweam  Search  In-Mem  Othe e Ambar

Atlas
Map Pig Hive HBase  Storm Solr Spark HAWQ Ranger Cloudbreak
Reduce
Accumulo Partners Knox ZooKee
per
Data workflow Phoenix
Atlas
Sqoop
_ Slider HDFS Encryption Scheduling
Flume '
YARN: Data Operating System Oozie

Kafka

HDFSHadoop Distributed File System

NFS
WebHDFS DATA MANAGEMENT

https://web.mit.edu/kerberos/

http://www.openldap.or
nttps://docs.cloudera.com/HDPDocuments/HDP3/HDP-3.1.4

https://www.cloudera.com/products/open-source/apache-hadoop/apache-ambari.html



https://web.mit.edu/kerberos/
http://www.openldap.org/
https://docs.cloudera.com/HDPDocuments/HDP3/HDP-3.1.4
https://www.cloudera.com/products/open-source/apache-hadoop/apache-ambari.html
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3.2 HH2{A KDC 2} LDAP A{H

HH2{A KDC 2} LDAP AHAAX|= Ambari §|A] X|&oIHX| Q=L
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SPoF 2t &|X| & HA(High Availability) £ 1124sl{0FStC}
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3.5 Ambari Dashboara D=

@ Ambari A Dashboard ' Metrics c3s  &F AO = Ladmin-
A Dashboard
NameNode Heap 2 HDFS Disk Usage NameNode CPU WIO 83 DataNodes Live
Ny
NameNode RPC 3 Memory Usage Network Usage 3 CPU Usage
ipas

0.03 ms 93.1 6B

' 1.9MB | 50%

Cluster Load 2 NameNode Uptime ResourceManager Heap 83 NodeManagers Live

By

' 50 40m 298 8% 50/50

YARN Containers

n/a

Ll

Ambari 2 HOFEXO0| 9l= 22 AR AX|QAxZEl S5

L

https://docs.cloudera.com/HDPDocuments/Ambari-2.7.3.0/bk_ambari-installation/content/ch_Getting_Ready.html
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3.5.1 Kerberos Wizard

c3s £ A0

@ Ambari A / Admin / Kerberos

A Dashboard
Kerberos security is disabled

ca

- Services

Enable Kerberos Wizard

Get Started
Welcome to the Ambari Security Wizard. Use this wizard to enable kerberos security in your cluster.

Let's get started

Note: This process requires services to be restarted and cluster downtime. As well, depending on the options you select, might require support from your Security

administrators. Please plan accordingly.

What type of KDC do you plan on using?
IO Existing MIT KDC

Existing Active Directory

Existing IPA
Manage Kerberos principals and keytabs manually

Existing MIT KDC:
Following prerequisites needs to be checked to progress ahead in the wizard.

™ |Ambari Server and cluster hosts have network access to both the KDC and KDC admin hosts.

™ |KDC administrative credentials are on-hand.

Alerts
™ | The Java Cryptography Extensions (JCE) have been setup on the Ambari Server host and all hosts in the cluster.

Ister Admin

Kerberos
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3.5.2 Kerberos A8 29| tHg
r

(@ Ambari A / Admin / Kerberos c3s £} AD i

ﬁ Dashboard
e Kerberos security is enabled C REGENERATE KEYTABS 3. DOWNLOAD CSV

GENERAL ADVANCED EDIT

Global A

Keytab Dir /etc/security/keytabs
Realm (

Additional Realms

Cluster Admin

Kerberos

Principal Suffix
Spnego Keytab

Spnego Principal

Ambari Principals

Smoke user keytab
Smoke user principal
HDFS user principal

HDFS user keytab

yarn_ats_principal_name

yarn_ats_user_keytab

-${cluster_name|toLower()}

S{keytab_dir}/spnego.service.keytab

HTTP/_HOST@${realm}

S{keytab_dir}/smokeuser.headless.keytab

${cluster-env/smokeuser}${principal_suffix}@${realm}

S{hadoop-env/hdfs_user}${principal_suffix}@${realm}

S{keytab_dir}/hdfs.headless.keytab

S{yarn-env/yarn_ats_user}${principal_suffix}@${realm}

S{keytab_dir}/yarn-ats.hbase-client.headless.keytab

& All configurations have been addressed.



3.5.3 Kerberos &8 22| tHa o5

Hadoop Overview Datanodes Datanode Volume Failures Snapshot Startup Progress Utilities ~

Overview ‘e = mey smmmn w:9020' (active)

Namespace: abc

Namenode ID: nn1

Started: Thu Aug 29 17:36:50 +0900 2019

Version: 3.1.1.3.1.2.3.1.0.0-78, r0d12d5b3f40a14cef4493e59d06edf13876bcale
Compiled: Wed May 29 13:51:00 +0900 2019 by wws from (detached from 0d12d5b)
Cluster ID: E W S EET B S

Block Pool ID: " S JEE BTTYT

Summary

Security is on.

Safemode is off.

W= ‘ffiles and directories, 4% "W blocks (4 "W replicated blocks, © erasure coded block groups) =" #¥ total filesystem object(s).
Heap Memoryused  GBof " © GB Heap Memory. Max Heap Memoryis ~  GB.
Non Heap Memory used 162.7 MB of 165.08 MB Commited Non Heap Memory. Max Non Heap Memory is <unbounded>.

Configured Capacity: " moms
Configured Remote Capacity: 0B

DFS Used: il TB (i %)
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3.7 Web-UI2| LDAP 915 e

Ambari, Ranger, Zeppelin €2 Web-UI0j| LDAP = 91&3tC}
LDAP & ¢1E01H LDAP AHO| X El ALEX BEZ Web-Ul 219210| 2155}t

Ranger U Access Manager

Servie Manager = I:Il_l- * r%xl- 49_'|- :II_:I

(~ HDFS HIVE
¢3s_hadoop_abc c3s_hive
c3s_hadoop_jmt Ranger UAccess Manager [ Audit % Settings

c3s_hadoop_camino

c3s_hadoop_at

Service Manager

c3s_hadoop_pct
= HDFS +®@B [ HIVE +8B [>YARN +048

¢3s_hadoop_abc
c3s_hadoop_jmt
¢3s_hadoop_camino

¢3s_hadoop_at

(o] o] 1o]|[e] [e
(8] [8] (8] [®

¢3s_hadoop_pct
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4.1.15tg A8 =7 o

ol& A’S foog TtE= B4t
1. Kerberos Principal (foo@X.NAVER.COM) 37} 2 Keytab It A4/
- Keytab OfR0j| M= 2|(H|RH=Z)= HEHSHA| S 8EICt
- AFEXPL 2|(H|BH2)E HEY o+~ Qi)
2. LDAP 0| A8 foo 7}
- I HEE Y™ Otsol H|RHD F AR OICY.
3. hdfs:///user/foo & C|2IE{2]| A

AFEXI0f|2H Keytab I3t LDAP H|Z#H 2 S Ze{EL
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4.1.2 LDAP H|ZEH HH0}0| 2019

Change your Ranger Password on C3S

LDAP 2 9153t Web-UI0f|A H|UHS AL £|X| o4=C}

LDAP 2 %53t SAEN M passwd HHO = HHAH It U

- LDAP A H/H|UHS 2 ssh H< IHs6H| UHE AL ¥

Hl jﬂtél'xl'f '*Elxl ?—6!-% c>E'()l[l' Old password

New password

AFEXL H2|E FI5HAM H[EH 2 HHE Web-Ul &G
- https://github.com/jirutka/ldap-passwd-webui
- MIT license

Confirm new password



https://github.com/jirutka/ldap-passwd-webui

4.2 Hadoop CLI zo19

B = Hadoop 2 HIHE S AF2o7| M| HHGHA 2150|
MapReduce 22 X|= IHO]| = HEH2H{A Q1S5S SlOF ST}
Hi X[ 2 H Y A2 Keytab U S AF2SHA AFEC| JHY §10| 215 o~ UL}



4.2.1 HHHA REEE| A 25 e

klist

Kpasswd

kdestroy =Z0|| M&E 2 AfX| (=10H2)
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$ kinit magnum@X.NAVER.COM JIHC 2 H|QUHS Ol
Password for magnum@X.NAVER.COM: ‘ e ‘EE‘—- =

$ klist -5
Ticket cache: FILE:/tmp/krb5cc_10000
Default principal: magnum@X.NAVER.COM

Valid starting Expires Service principal
10/18/19 14:51:50 10/19/19 14:51:48 krbtgt/X.NAVER.COM@X.NAVER.COM
renew until 10/25/19 14:51:48

$ kdestroy

$ klist -5
klist: No credentials cache found (ticket cache FILE:/tmp/krb5cc_10000)
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$ kinit -kt foo.keytab foo@X.NAVER.COM
Keytab O}& S AME5SIH AFE2| JHY B10]| @150| 9155t}

$ klist -5
Ticket cache: FILE:/tmp/krb5cc_10000
Default principal: foo@X.NAVER.COM

Valid starting Expires Service principal

10/18/19 14:53:50 10/19/19 14:53:48 krbtgt/X.NAVER.COM@X.NAVER.COM
renew until 10/25/19 14:53:48

$ kdestroy

$ klist -5
klist: No credentials cache found (ticket cache FILE:/tmp/krb5cc_10000)
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HH A 2SS OFX| 250rA hdfs HUE =T|

$ klist -5
klist: No credentials cache found (ticket cache FILE:/tmp/krb5cc_10000)

$
$ hdfs dfs -1s /tmp/

19/10/18 15:15:27 WARN 1pc.Client: Exception encountered while connecting to the server : org.apache.
hadoop.security.AccessControlException: Client cannot authenticate via:[TOKEN, KERBEROS ]
19/10/18 15:15:27 WARN 1ipc.Client: Exception encountered while connecting to the server : org.apache.
hadoop .security.AccessControlException:|Client cannot authenticate via:[TOKEN, KERBEROS ]
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HHZ A Q1S = hdfs HME 35

$ kinit -kt foo.keytab foo@X.NAVER.COM

$ klist -5
Ticket cache: FILE:/tmp/krb5cc_10000
Default principal: foo@X.NAVER.COM

Valid starting Expires Service principal

10/18/19 14:53:50 10/19/19 14:53:48 krbtgt/X.NAVER.COM@X.NAVER.COM
renew until 10/25/19 14:53:48

$ hdfs dfs -1s /tmp/

Found 8 i1tems

drwxr-xr-x - admin ndfs 0 2019-02-01 16:48 /tmp/aa

drwx------ - ambari-qga ndfs 0 2019-01-27 16:26 /tmp/ambari-qga

drwxr-xr-x - hdfs ndf's 0 2019-01-22 19:51 /tmp/entity-file-history
drwx-wx-wx - hive ndfs 0 2019-07-10 18:41 /tmp/hive

-rw-r--r-- 3 hdfs ndfs 1024 2019-01-27 17:46 /tmp/1d7e@a3lae_dated462719
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hdfs fetchdt H{IHE £ Delegation token &5

$ kinit -kt foo.keytab foo@X.NAVER.COM

» hdfs Tetchdt token_filertoken_file" MYUHO 2 Delegation Token &

19/10/22 15:06:10 INFO hdfs.DFSClient:|Created token for foo: HDFS_DELEGATION_TOKEN owner=foo@X.NAVER
.COM, renewer=, realUser=, 1ssueDate=1571724370749, maxDate=1572588370749, sequenceNumber=233498, mas
terKeyId=630 on ha-hdfs:abc

$ kdestroy HHE|A 210
$ klist -5
klist: No credentials cache found (ticket cache FILE:/tmp/krb5cc_1000)

$| export HADOOP_TOKEN_FILE_LOCATION=token_file | 2t i~ Delegation Token L& AR

$ hdfs dfs -1s /tmp/
Found 8 1items

drwxr-xr-x - admin ndfs 0 2019-02-01 16:48 /tmp/aa

drwx------ - ambari-ga ndf's 0 2019-01-27 16:26 /tmp/ambari-qa
drwxr-xr-x - hdfs ndf's 0 2019-01-22 19:51 /tmp/entity-file-history
drwx-wx-wx - hive ndfs 0 2019-07-10 18:41 /tmp/hive



4.3 SPNEGO QI=0| M2E| Web-Ul M 2™

AEHBILX 2 2| AADL|A, HIYEE Web-UI0| F&E IHY|E HH A 2150| T QEIC}
0153 SIX| 42 B 401 of[2{7} BretElC)

Web-Ul 0ff HHZ A Q1S5S flet 23921 F2 GiC}

) e @ ® @ https:/ SERAE0000/cluste o © Ty n O @
HTTP ERROR 401

Problem accessing /cluster. Reason:

Authentication required
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1. 615 2 AE{9| /etc/krb5.conf & macOS 2| /etc/krb5.conf 0| EA}SHC}
2. BHEtXof 2E 278 = ot (Appendix & 1l)

3. M0l Kinit BHO 2 3{t{a{A 0z KX -
4

—_— . O « G 0 ® & https://c glE.a8:9090/cluster e ¥ v N O & =
A ==
Web-UI0]| &5t}

; All Applications

& G ® & Firefox about:config w
“ompleted Containers Running Memc 'O' ':.____::' 1. baSh

AM: | Q negotiate-auth*-uris "W TE
B magnum-mbp;~$ kinit foo@X.NAVER.COM
. M o2 a AFEN 3 ot D issioned Nod
| e — N foo@X.NAVER.COM's password:

.navercorp.com,.naver.cornks =

Enetwork.negotiate-auth.trusted-uris +38d =X .navercorp.com,.naver.cor magnum"mbp . ~$
e Minimum Allocation

<memory:1024, vCores:1> magﬂum—mbp : N$ k]. 1 St
Credentials cache: API:7B6505A6-4582-4BF9-9
ne FinishTime State FinalStatus un Pr'l nC'Lp(ﬂ. A fOO@X . NAVER . COM

Conta

No data availa

Issued Expires
Oct 18 15:41:45 2019 Oct 19 01:41:44 2019
magnum-mbp : ~$ ||




DEVIEW

4.3.2 SPNEGO Web-Ul &=: Windows

1. MIT Kerberos for Windows 4.12 & X| (https://web.mit.edu/kerberos/dist/)
2. 65 E2{AEH9| /etc/krb5.conf & C:WProgramDataWMITWKerberos5¥Wkrb5.ini £A}
3. HefRXof 2 278 = ot (Appendix &)
4. Windows HH2{A O||A Q1S 2 Web-UIQ| =St}
- Keytab = A8 F2 HME FHoj|AM kinit EZS AFESHC}

o=2 OT

(? | 5 | MIT Kerberos - Thursday, March 21, 2019 11:25 )
Home Options
®C X P R
Get Renew Destroy Make = Change |

Change
MIT Kerberos: Get Ticket

{9 Please Authenticate

Principal: Imagnum@0 e
Password: |

Get Renew Destroy Make
Ticket Ticket Ticket Defaul

Ticket Ticket Ticket Default @ Password

Valid Until
321 2% 9:26 (9 h, 59 m remaining)

[v Remember this principal

Show Advanced



https://web.mit.edu/kerberos/dist/

DEVIEW
2019

ohg 0l X[&ot= REST APIE A H|SA Q150]| ROl

CD =
curl YIS HhHo| w2k SPNEGO £ X|8HX| 92 & 9ic}
S 1. bash

magnum-mbp :~$ curl --version

curl 7.54.0 (x86_64-apple-darwinl/7.@) libcurl/7.54.0 LibreSSL/2.0.20 z11b/1.2.11 nghttp2/1.24.0

dict file ftp ftps gopher http https imap imaps ldap ldaps pop3 pop3s rtsp smb smbs smtp smtps telnet tftp

Features: AsynchDNS IPv6 Largefile| GSS-API Kerberos SPNEGOINTLM NTLM_WB SSL 1ibz HTTPZ UnixSockets HTTPS-proxy
magnum-mbp :~$ ]

Protocols:




DEVIEW
2019

HH 2 A = 20| curl2 AF25t11 -u : --negotiate &
@ 1. bash

magnum-mbp:~$ kinit foo@X.NAVER.COM

foo@X.NAVER.COM's password:

magnhum-mbp : ~$

magnum-mbp :~$ klist

Credentials cache: API:7B6505A60-4582-4BF9-945C-30699E957F40
Principal: foo@X.NAVER.COM

Issued Expires Principal
Oct 18 16:03:04 2019 Oct 19 02:03:02 2019 krbtgt/X.NAVER.COM@X.NAVER.COM
magnum-mbp : ~$
magnhum-mbp:~$ curl -s|-u : --negotiate https://¢
{

-~

:9090/ws/v1/cluster | python -m json.tool

"clusterInfo": {

"haState": "ACTIVE",
"haZooKeeperConnectionState"”: "CONNECTED",
"hadoopBuildVersion”: "3.1.1.3.1.2-7 from
"hadoopVersion™: “3.1.1.3.1.2-7",
"hadoopVersionBuiltOn": "2019-08-12T02:277",
"1d": 1571131888165.




4.4 Job ACL &I

o| A A DL X 2L S| AES| MEO|A Xl O] rRTF R o8 4= 4T THE AFES

<

G & https://¢ P B:9090/cluster

Cluster Metrics

DEVIEW
2019

n @ ©

Logged in as: foo

All Applications

v Cluster
About Apps Submitted Apps Pending Apps Running Apps Completed Containers Running Memory Used Memory Total Memory Reserved VCores Used VCores Total VCores Reserved
Nodes - 0 20 o .. m im B OB = s ¥ | 0
Node Labels Cluster Nodes Metrics
Applications
NEW Active Nodes Decommissioning Nodes Decommissioned Nodes Lost Nodes Unhealthy Nodes Rebooted Nodes Shutdown Nodes
NEW_ SAVING 5 0 0 0 0 0 0
SUBMITTED :
ACCEPTED: Scheduler Metrics
RUNNING Scheduler Type Scheduling Resource Type Minimum Allocation Maximum Allocation Maximum Cluster Application Priority
% Capacity Scheduler [memory-mb (unit=Mi), vcores] <memory:1024, vCores:1> <memory:’ =, vCores: &> 0
s Show 20 ~|entries Search:
Scheduler ,
e e Allocated Allocated Reserved Reserved 9 9 : :
ID User Name Application Queue Application StartTime FinishTime State FinalStatus R””r!'"g o0 el Progress Tracking Blacklisted
» Tool _ . N Type 4 X PRaT & N N N . Containers CPU Memory CRU Memory  Queue Cluster N U A NEda "
00IS N - 7 - - TR - - - - & | VCores £ MB ¢ VCores 2 MB 2 5 & N - -

No data available in table

Showing O to O of O entries



4.4 Job ACL &I

o| A A DL X 2L S| AES| MEO|A Xl O] rRTF R o8 4= 4T THE AFES

< C @

* Cluster

About
Nodes
Node Labels
Applications

NEW
NEW SAVING

SUBMITTED
ACCEPTED
RUNNING
FINISHED
FAILED
KILLED

Scheduler

» Tools

DEVIEW
2019

<

G & https://¢ P B:9090/cluster

All Applications

Cluster Metrics

Apps Running |..

Apps Submitted Apps| Containers Running Memory Used

Cluster Nodes Metrics

20

Memory Total
- 0 el m m : B

n @ ©

Logged in as: foo

VCores Used VCores Total VCores Reserved

. 0

Memory Reserved
OB =

Active Nodes Decommissioned Nodes Lost Nodes Unhealthy Nodes Rebooted Nodes Shutdown Nodes
g 0 0 0 0 0 0
Scheduler Metrics
Scheduler Type Scheduling Resource Type Minimum Allocation Maximum Allocation Maximum Cluster Application Priority
Capacity Scheduler [memory-mb (unit=Mi), vcores] <memory:1024, vCores:1> <memory:’ =, vCores: &> 0
Show 20 ~|entries Search:
H 0, 0,
In | lear Namao Annliratinn MNiionao Annliratinn CtartTimao E|n|shT|me State Flnalstatus Runnlng Allocated Allocated Reserved Reserved A) Of A) Of Progress TraCklng BIaCkIISted
Containers CPU Memory GCPU Memory Queue Cluster N N
+ v v o Ul ¢ Nodes ¢
¢ VCores ¢ MB < VCores ¢ MB ¢ -~ $

No data available in table

Showing O to O of O entries




4.4.1 Job ACL €& ¢ S5

Job ACLE AFRSHH Lto| ZHelg CHE AFRXLO|H| BOiZ 4 ULt
- AL 0

* AxtE| S=0|AH| Lol HY =4

* X2 REe| BRIt Cre% O &2

— Hd—

view-acl

modify-acl




4.4.2 Job ACL 878 2ot

=ctO|HE 270|Ct. ZAEAM[of| ALEXPIL 2F 2 = ULk

view-ac| modify-acl*

MapReduce mapreduce.job.acl-view-job

mapreduce.job.acl-modify-job
spark.ui.view.acls spark.modity.acls

tez.am.view-acls tez.am.modify-acls

* view-acl ¢10| modify-acl #$at QO M sljEh R X 3| (view)= & 4= GIX|Dt
Applicatlon DE €W HYS 5E =(modify)



4.5 HYX|ZHd o] X|CH AlsH A|2F XSt A

MapReduce, Tez, Spark 52 & 72(23APt 28 ?I5) Z10HA 2fA|1Z o= GiC
740| H0{7t™ Delegation tokenO| 223} |0 Af
HY = H50| 2mliStHAM 2 HO| 2mffotct

oozie shell-action22 ZRE|X| G ZYUS Aot BRIt Y=r A7 Aol E &
4 girt

5



4.5.1 Spark Streaming 27 2o

Spark Streaming &% 3
O] BR0= of2ll 28 = ALEoHA 2 EXMEZM Keytab ItE S XS 0tH Fot5| HAAZE = UL

0 r|o
40
rot
Ot
|Ika
o2
H
<
o
rot
_|TI_

Property Name

The full path to the file that contains the keytab for the principal specified above. This
keytab will be copied to the node running the YARN Application Master via the YARN
Distributed Cache, and will be used for renewing the login tickets and the delegation

tokens periodically. Equivalent to the --keytab command line argument.

spark.yarn.keytab (none)

Principal to be used to login to KDC, while running on secure clusters. Equivalent to
spark.yarn.principal (none) the --principal command line argument.
(Works also with the "local" master.)

https://spark.apache.org/docs/latest/running-on-yarn.ntml#yarn-specific-kerberos-configuration



4.6 Y EQ3 A5 254

Ambarit HIQfets 0| 7| #E2 LIS AL LS S1X| )
HEQT UBsle USR5S} OSSR OIst A

DE ALY} HEYS US 817t a3t A OfL|ojA

QUTMOZ DE ARXIO| BHHES OIS SIS 2 HIZHAIBIX| 942 & UL}
SHEOlIA AR Xte| 22t0[|A1E MM O 2 US S} O{HE MEH 3t 4 QUL



DEVIEW
461 TREZ E2

olg0lM= 32 39| ZEE=S AFE et

= 40
OZER a8

Hadoop API Of|A] A&

Hadoop RPC S
adoop hdfs dfs -Is 0| Hadoop RPC (H|i== RPC) 35

Direct TCP/IP S20|HEL}I HIO|E .= ALO|0f| SAI(S12|/2A2|) & ] ALE

HTTP REST API, MapReduce suffle
FSImage Operation, webhdfs

https://blog.cloudera.com/how-to-set-up-a-hadoop-cluster-with-network-encryption/



4.6.2 Hadoop RPC Y =2} DEVIEW

MH| core-site.xm| A% hadoop.rpc.protection=authentication,privacy

MHO|M Quality of Protection(QOP) & authentication, privacy 27}X| X|¢
=ClO[HEOA ALEE QOP & IEHSICE

= L. 1 L-

S AE U=E 2l
S2l0|HE core-site.xm| A%*

hadoop.rpc.protection=privacy

@)
0
|
>

[0
Ot
1

*SEfO|UE 28E , TR LI o= ULE HHIHKIE 28 3% MH2E 2X[Sk= QOP S0 22f0|¢E 280N A =24t Q
MIHS

*-l = L o
Y 3% MHO|IM X|ESH= QOPRF 25 SOt} 2™ HA Z94%t privacyE AT

= O
=c[0|HEO0| hadoop.rpc.protection=privacy,authentication 22 4
MEH2F 20T EL| QOPZ | EX[ot= Al §le™ S412 AIigtC}



463 I--'"()l E‘lh:E %ﬂ %"§§I. DEVIEW

MH hdfs-site.xml 2% dfs.data.transfer.protection=authentication,privacy

MHEO||M Quality of Protection(QOP) & authentication, privacy 27}X| X|¢
=ClO|HEO|A AHEE QOP & IEHSICE

—_ "1 L

S AE U=E 2l
S2l0|HE hdfs-site.xm| A%*

dfs.data.transfer.protection=privacy

*SC0|E A-™E |, AEAZ LIEY o= UL HIHK|E 2-8Y 832 MH2 EX(|SH= QOP 50| 220|HE 2780|M HAY ZS2iet QOPE A&ttt
=c20|YH EO0]| dfs.data.transfer.protection=privacy,authentication 22 234% AL AHO|M X|St= Q0P 25 LX[oHCt 12 HX =09t privacyES AREotC}
AMH2F SEI0|HEL| QOPZt EX[ot= Al §iL™ 412 ZIHeiTt

HA—L_- O L— L




4.6.4 HTTP Y53} 25

SHAEH 2YXP| httpsE AFEY = U= TLS (SSL) & H™-29|{0f ot}
A2 XI= http, httpsE MEHA O 2 AtEg 4~ QIC}

hdfs dfs -Is webhdfs://ns/tmp
hdfs dfs -Is swebhdfs://ns/tmp



webhdfs://ns/tmp
webhdfs://ns/tmp




5.1 Ar8AL A8 el

L HQIH

= HIAE/ONE

HES Jts A™E i (% Nl (Kl[erei =)
1E03% users services

MH|AE YARN F0j| & K| =** 2= s

N2 YARN 70j| &F K| =** s s

HH2{A 3 z|ElA H 2 HS Keytab I}
*2|l=A 0S2| User, Group HES| 1F0|Ct LDAP © 2 £i2|StC}
** YARN Queue ACLs 0| &3S o

ol
=

AlSHM = 2 ts HES X0t

DEVIEW
2019

120 (Y XA )

hadoop-admins

ot

N
or o|r

T
e
rE
ot



5.1 AFRX}HH BHa|: Hu{2A 2oy =

QI PC O = HH A 2150] F R 12l PC 0[A Keytab OHE A2 O HAHSL
NE/HIAEZEZYU NUABZ2 ?IEER ‘.’:IE—".%P T U= HIZHZF ARSIt
- 2ROICHHE AREAPL 2155 IHUAS 2| Keytab It T

e
[|J|O
ru_Iﬁ

MH|AAH|™ ZHAO| Job ACLO| ZHQIAIN S S = 6}H
c| A AO{L|A Web-UIO|A JHQIAIH O = XS 2|/ & = UL



5.2 Li=2f AT A8 o5

27 M2l AHF2 admin Hets 71X 10 ULt
=0 AH 2P 182 3% 4 AMH 2| A8 S ALl 2 2 HY2 QUL

o -

admin A7

HDFS
YARN

OOZIE

Ambari admin

Ranger admin



5.2 Li=2f AT A8 o5

1. 2GXAE00 521 ZYM =X audit log0f] WeHS| 7| S E|X| Q4L
2. YARNS| Keytab = 23Xt2| PCO|| ZAtS|OF Sf=0| HHSCt
- A8 AL A E S CH ot 2| AADL| X0 admin HEH0| U= yarn /X2 F50H0f ShCt
3. Ambari/Ranger admin H|2H S E Ct=0| 2YUX| 2| &55lOfF StC}
- D50t 2|R{OF SfL| {2 H|ZRH 2 5 ALESH| 255 71530| =L



eal
|
{1
-y
oY
Q
O
O
S
o),
Q
=)
-
o
Tujm

hdfs-site.xml

yarn-site.xm|

mapred-site.xml

oozie-site.xml

spark-defaults.conf

ranger-ugsync-site.xml

S M

=11 2F MHO[AM oli g 250 S8 ArEXt= admin HetE X5 27

dfs.permissions.superusergroup=hadoop-admins
dfs.cluster.administrators= hdfs,hadoop-admins

yvarn.admin.acl=yarn hadoop-admins

mapreduce.cluster.administrators= hadoop,hadoop-admins

oozie.service.AuthorizationService.admin.groups=hadoop-admins

spark.admin.acls.groups=hadoop-admins
spark.history.ui.admin.acls.groups=hadoop-admins
spark.ui.view.acls.groups=hadoop-admins

ranger.usersync.group.based.role.assignment.rules=ROLE_SYS_ADMIN:g:hadoop-admins



2Ci40| YR HF B2

Ambari = LDAP ¢35 =20] Of2l EXt= TIHOIC}

1 c3s £ 233 2 admin~ @ Ambari Admin / Users c3s |&admin ~
|
@ Dashboard
£t USERS GROUPS
METRIC ACTI ll Manage Ambari & Cluster Management ) § ADD GROUPS
Settings Group name Type Members Actions
Sign out hadoop-admins LDAP 7 members &S W
- Network Usage : f
' l 3 @ Ambari Admin/ Groups c3s &admin ~
| |

& Dashboard

Groups /| hadoop-admins

& Cluster Management

Type LDAP

LDAP Members

Growp Access @ AT I

= L
I Cluster Administrator |

Privileges Cluster Operator bs.
Service Administrator
Service Operator




5.3 Apache Ranger 2 ACL £t S5

Ranger Web-Ul 7| Q0{A 2LXH/ALEXt = C}
AMXSEACLS L=2Q96HH| 22|52 <lC}t

o New

ez El

re) ~L3ad04d @@ 7 serpmn Enabled JR Enabled (][]

MEXI7t Ranger2 ACLE 22| &~ UH| o™ _ = ==m
YRt ALGRIOA| 22| At 2|eustof Bt = 2
e— g ¢ E

. —_— Ejical o

- Eliedl ¢ |

e (o (7B

TN (o)

e e = E

EAca] © |



5.3.1 Ranger HDFS Policy 278 D=

Ranger UAccess Manager [B Audit & Settings

=X Aot =2 o2l 20| 482ttt ((USER}= Ranger 0f20q)
Resource Path: /user/{USER} q
recursive=on T Rt
Allow Conditions S
Select User: {USER}
Permissions: Read, Write, Execute i M
Delegate Admin: true
AFSXHE RHA19| & CIE2| 519| Z20H Lo RE HBHS IIR|D] e
Admin 2ote 2{R0rA X2l 2 CI=EZ|0| CHSHA Ranger PolicyS 2e[g 4= ULk —

MFAEX 32t mjotch Policy F7Ke Bt girt o —m— R




5.3.2 Ranger HDFS Policy A& Ay D5

Ranger U Access Manager

-
AEX} foo?| XAl /user/foo/data C|HIEZ| = Create Policy
*l'-g-xl' barO'"J'” —Tol—-lc-)r-cl)-l'E_:lJ_l_ g jo:l_?_ Policy Details :

Policy Type il @ Add Validity Period

*l--g-xl- fOOE Ol-EH jEI-% POIICV% AE-I%IEI)'-_I-EI- Policy Name * | share data S ) ( normal)

Policy Label Policy Label

Resource Path: /user/foo/data poscurca Pt |

It C easve @
Allow Conditions
Select User: bar
Permissions: read/execute e - &
Delegate admin: false Allow Conditions :
Select Group \E, L = n




5.3.3 Ranger HIVE Policy 57 o5

Ranger U Access Manager B Audit £ Settings .?‘ magnum-admin

S0ix} A3t R Ofalzto| MBI} ({(USER}E Ranger 0j2}o)) .
[database]: {USER}__db_* [table]: * [Hive Column]: * roicyype  (CEED SOEHEL S
Allow Conditions S o
Select User- {USER]) q croves GO
Permissions: Select All databa: = % p—
Delegate Admin: true = s
default DB AF2E 4§11 ALG XD} DBE =1 2HS 4 QoL — = -

— =
B2 {USER}__db_* & (e.q. foo__db_bar)2 22t 2t=5 £+ Q1
fﬂgl DBOj| CisiA ZE #$HS 7HX|H
Admin et | HREOrM X2l DBOﬂ CHsHA Ranger PolicyE 22|g 4= ULt B oo
MFALE X} 27}E UHOtC} PolicyE 2048t TQ It Qict . | o

Audit Logging ﬁ'

i | select Group ‘l (% {USER} | = LD n




5.4 Hive DB/E||0|20]| AI25}= HA 2|} oeviEw



DEVIEW

5.4.1 2%

Hive DB, H|O|&& 0= A% hive.metastore.warehouse.dir 2| 5}%|0j| C|2lE 2|7} TF=S0{ EIC}
O| B2= B = AEAP E0| AMEot= S&L|HIE{2|0|C}

R 22 A8 A= SELIEERE O Ji+/8 T 0= 2as 2HXIX| 2=k

AMEXEL Fatadt ZXE IEM'SS2| 0|72

DU 01 S215t0 WY Eo| M2 2| Et0| LAlstr}



5 4 2 ozlx|.0| |:|-|j-|§E 2019

=722l AL A2t R L|AH|0]4

- I3 e & SHFM R
- Ar8oHX| s= 2eliEl O|OfE Aol M| 2

LS L—

H| Y= T EOH4= 22 DEVIEW 2017 ZE|H|'EE ohs SS{AH 2H J2|

—



https://deview.kr/2017/schedule/193

5.4.3 1&% (1/2) 2019

g0l SHAEH 2GS oM ArEXte] = CI=IE 2|0
O] Mlgt(name quotas), % A|gt(space quotas)= SICt

Mets ofH otz Ji+= Qe 2

| -

Hive DB, E|0|S 225 A8t & CIE{2|2H ALS Y £ )
ARIO| AEZAS BO| Y £ YLt



5.4.3l1&% (2/2) 2ot

DDL 3 2|0]]| LOCATION= X|™gt 4~ QIC}
# CREATE DATABASE foo__db_bar LOCATION " hdfs://ns/tmp/foo__db_bar.db ;

385 LOCATIONS AI’8sligera QLiol= 2 AAEX2E Lo+ 2 2291 Bl
A ARIA LOCATION AHEES ZX[sHiof BT}

otX[2+ HIVEO||= LOCATIONZ ZA[e 2ol OfAK 0] /UKX| S£LCt
Ranger HDFS ACL 7|52 AF238|AM LOCATION X| &2 ZX|E 4 !}



5.4.4 Ranger HDFS Policy (1/2)

C|ZE warehouse A2 £ AIE0}X

Resource Path: /warehouse/tablespace/managed/hive

recursive=off

Allow Conditions
Select User: {USER}
Permissions: read
Delegate admin: false

Deny Conditions
Select User: hive
Permissions: write
Delegate admin: false

XoMI

.

o

=

0 6

|

C+ 24
o ©

=0 hive X2 AFEXF A

oo

h—

= CHEEE T = 8

oL

| —

[

Recursive

Description

Audit Logging
Policy Labels

Policy Details

Resource Path

CoFF
Yes

Allow Condition :

Select Group Select User Permissions Delegate Admin
= {USER}
Exclude from Allow Conditions :
Select Group Select User Permissions Delegate Admin
Deny Condition :
Select Group Select User Permissions Delegate Admin
( Version 2 m

B |

DEVIEW
2019



5.4.4 Ranger HDFS Policy (2/2)

DBE= & C|2E2|2] warehouse 0|ste| A2t AtESHE FAIE BHE
- /user/foo/warehouse/foo__db_data.db (o)
- /user/foo/hive/foo__db_data.db (X)

Hive DB} A& ClAIE 2| = AFE X} hiveE DHSO{X|L]
A&} hive?t & ClEIE 2|2 warehouse B=20| H2E = U Policy 7}

Resoure Path: /user/*/warehouse
recursive=on

Allow Conditions
Select User: hive
Permissions: read/write/execute
Delegate admin: false

Policy Details

Policy Type @
Policy ID B

Policy Name hive access to user warehouse

Resource Path /user/*/warehouse

Description hive user can access all user’s warehouse under home dir

Recursive (ON |
Audit Logging K3
Policy Labels

Allow Condition:

DEVIEW
2019

Select Group Select User Permissions

§ hive. read | write | execute.

Delegate Admin




5.45 5 3

LOCATIONS X|’g5tX| g2 22} Amligtct. ofl2{H|A| X2 210 LOCATION === T | 2l X| Bict.
AEAL HhEEl 2ES X B2 QL] EME F A-JolkfOF 2Lt

@: jdbc:hivel://hs2-> CREATE DATABASE foo__db_bar;
ERROR : FAILED: Execution Error, return code 1 from org.apache.hadoop.hive.qgl.exec.DDLTask.

MetaException(message: java.security.AccessControlException: Permission denied: user=foo, access=WRITE,
1nhode="/warehouse/tablespace/managed/hive" :hive:hadoop:drwx------

@: jdbc:hivel://hs2-> CREATE DATABASE foo__db_bar LOCATION '/user/foo/warehouse/foo__db_bar.db';
No rows affected (1.121 seconds)
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6.1 Kerberos Wizard 2| Test AI{ (1/2) =

Enable Kerberos Wizard

Install and Test Kerberos Client

You can click on the Retry button to retry failed tasks.

+ Install Kerberos Client

© Test Kerberos Client C RETRY

Ignore errors and continue to next step

« BACK




6.1 Kerberos Wizard 2| Test Al (2/2) ==

Ofcl THA| = =elgtr]
1. kerberos admin Principal HHE d2to| Qi=otr}
2. ambari-serverg AX|gt AELX ambari-agentS
2 X|SHOF otCt
3. ambari-server 2 1 =QISIC}, HH2{A 2+ 0|2
271 e Holct
/var/log/ambari-server/ambari-server.log

DEVIEW

Enable Kerberos Wizard

Admin session expiration error

- Save Admin Credentials ©




6.2 Kerberos Wizard OpX|8F EFA| A I{ DEVIEW

1. Retry & 250l S = ULt
2. COMPLETE HE 22ls{{Ad Wizard Z2%0j| START AI{ot MH|A C|HA & START £ & 4 = UCt

Enable Kerberos Wizard

Start and Test Services

Some services failed to start and execute tests successfully. Click Retry to attempt again or click Complete to dismiss the wizard and fix manually.

@ startan d Test Services C RETRY
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= Hi2d A= round-robin grAl

A2l
Ranger Web-Ul= 21021 M BEF MY 2H0| 3/ StX| Bs=C
29212 1 MM =], Che 2782 28 MHO| @51 E|K{M 23210] &4

ofl &

sticky session 0| X| k= 2E WM E AR SICHe.g. nginx ip_hash)
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MIT Kerberos for WindowsE A X|5HH Windows PUTTYZ ssh &=0| k| X| @=L}
SPuTTY = _—— {-C" Nindows¥system32%cmd.exe - c:#Wpscp.exe com:/user/magnum/filett / | = B 2

:sersWUSER>c: Wpocp exe

p ‘
& SSH, Telnet and Rlogin client 2 Command-line SCP/SFTP cliento| =!

X £ 94 & LIk

AA =




6.4 PUTTY 2| S&/otX]

Attempt GSSAPI authentication, Attempt GSSAPI key exchange X|3 A Sl{K|

OFL—

LS L—

Lt (2/2)

Default SettingsO| X]&61™M pscp.exee HHOE A2 4~ QUL

% PUTTY Configuration

TR

Category:

[+ Session
- Terminal
+ +- Window
=- Connectlon

Options controlling GSSAPI authentication

Attempt GSSAPI authentication (SSH-2 only)
Attempt GSSAP| key exchange (SSH-2 only)

Allow GSSAPI credential delegation
Preference order for GSSAP! libraries:

MIT Kerberos GSSAPI64.DLL Up
Microsoft SSPI SECUR32.DLL
User-specified GSSAPI DLL ER
Usersupplied GSSAP! library path:
Browse...
Open Cancel

. ' 3
R PUTTY Configuration . - P [
Category: /
-- Basic options for your PuTTY session
(- Teminal Specify the destination you want to connect to
- Window
& Conn R Host Name (or IP address) Port
Data 22
- Proxy Connection type:
- Telnet () Raw () Telnet ) Rlogin @ SSH () Serial
Rlogin .
5 SSH Load, save or delete a stored session
L e Kex Saved Sessions
Host keys
~Gioher
o Auth Default Settings Load
. L. GSSAPI
X1
- Tunnels
Bugs
More bugs Close window on exit:
----- Serial ) Aways () Never @ Onlyon clean exit
About Help Open Cancel

[ E—
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6.5 YARN LOGE gfolet 4 giCt (1/2) e

S
MapReduce/Spark/Tez Jo
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Xt et £0f| yarn logE &Holgt & oiry
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rlo
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rr

jul

ALZ}
HDFS Federation /t/Ad3i 11
C|ZE Ot A|AHl(fs defaultFS)2 hdfs://a

yarn log= hdfs://b/app-logs O X{&otC}

YARN LOG Y|¥=-E 22| Zt24: DEVIEW 2017 HE|H|UE 85 22{AEH 2 AT



https://deview.kr/2017/schedule/193

6.5 YARN LOG= =lolal =~ 21} (2/2) DEVIEW

20l

yarn log& X{%&5H= hdfs://b Ul E2| Delegation tokenZ LZHX| i1 S M=
AppMaster?t el L EOL| X O|M yarn log K& 9|3t C|2IE{2] AHA Almj

S50k X} XHA|ESHD AppMaster HAIE! (*1l0o] L2{F)
AA 2tg 2 hdfs://b HYLE H= AIIE yarn log @2 E 4Ifjg (yarn log 2t0lgh = GiA| &)

2
mapreduce.job.hdfs-servers=hdfs://b

spark.yarn.access.hadoopFileSystems=hdfs://b
tez.job.fs-servers=hdfs://b (tez-0.9.2 O|40{| ATt AL2D}S)



6.6 HHZ{A C|HA peview

Ol 2t X7} UOH Ofef A2 MESHH [l 22 501t 2 QIr}
export KRB5_TRACE=/dev/stderr
export JAVA_TOOL_OPTIONS="-Dsun.security.krb5.debug=true”
export HADOOP_LOGLEVEL=DEBUG
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apache hadoop 3.1.2 7|8e| T2HH F2{AHE 2Y
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. . . DEVIEW
HADOOP-16441 if use -Dbundle.openssl=true, bundled with unnecessary libk5crypto.* 2019

HDFS-14434 Ignore user.name query parameter in secure WebHDFS

YARN-9197 NPE in service AM when failed to launch container

YARN-9307 node_partitions constraint does not work

YARN-9521 RM failed to start due to system services

YARN-9583 Failed job which is submitted unknown queue is showed all users
YARN-9633 Support doas parameter at rest api of yarn-service

YARN-9647 Docker launch fails when local-dirs or log-dirs is unhealthy.
YARN-9691 canceling upgrade does not work if upgrade failed container is existing
YARN-9703 Failed to cancel yarn service upgrade when canceling multiple times
YARN-9719 Failed to restart yarn-service if it doesn't exist in RM

YARN-9731 In ATS v1.5, all jobs are visible to all users without view-acl

YARN-9732 yarn.system-metrics-publisher.enabled=false is not honored by RM
YARN-9790 Failed to set default-application-lifetime if maximum-application-lifetime is less than or equal

to zero
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HDFS-14323. Distcp fails in Hadoop 3.x when 2.x source webhdfs url has special characters in hdfs file

path
MAPREDUCE-7069 Add ability to specify user environment variables individually

YARN-8693 Add sighalToContainer REST APl for RMWebServices
YARN-8761 Service AM support for decommissioning component instances
YARN-9685 NPE when rendering the info table of leaf queue in non-accessible partitions
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A. Kerberos KDC =X DEVIEW

MIT Kerberos S 2H|0]|X[2] A7t Il S0k & =0 UL

- https://web.mit.edu/kerberos/krb5-latest/doc/

Cr2del 2781 2XE FAasiA 2X|2F8 S TlsHH €9 KDC & X2 UL

=
- https://web.mit.edu/kerberos/krb5-latest/doc/admin/install_kdc.html

Caae| 2X[2g 2™ 2 Master KDC &2 X|0|Cf
2912 I AE0|A = MIT Kerberos 2A|E At 118A] Slave KDC &= A X|sHOFsHC}


https://web.mit.edu/kerberos/krb5-latest/doc/
https://web.mit.edu/kerberos/krb5-latest/doc/admin/install_kdc.html

KDC 2X| 2%}

# centos?7 7|&. root #HIICZE FIAHSGIC|,
# mf7|X| MAX|

yum -y 1install krb5-server krb5-libs krb5-workstation

# Hbgla AFEd (CrEZE &1)
# /etc/krb5.conf

# /var/kerberos/krb5kdc/kdc.conf
# /var/kerberos/krb5kdc/kadm5.acl

# DB =7|3t. H|ZVHSE & J|Aei=Ct

kdb5_util create -s -P ${DB_MASTER_PASSWORD}

# Admin Principal 4M. HZHSE & 7|AsiELC}.

kadmin.local -q "addprinc -pw $ADMIN_PASSWORD admin/admin@EXAMPLE.COM"

# o= AR
systemctl start krb5kdc
systemctl start kadmin

DEVIEW
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mailto:admin/admin@EXAMPLE.COM

/etc/krb5.conf 265

[libdefaults]
dns_lookup_realm = false
dns_uri_lookup = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = EXAMPLE.COM
default_ccache_name = /tmp/krb5cc_%{uid}

[realms]
EXMAPLE.COM = {
kdc = kdcl.host.com
kdc = kdc2.host.com
admin_server = kdcl.host.com

[domain_realm]


http://EXMAPLE.COM

/var/kerberos/krb5kdc/kdc.conf 25

[dbmodules]
EXAMPLE.COM = {
disable_last_success = true

¥

[kdcdefaults]
kdc_ports = 88
kdc_tcp_ports = 88

[realms]
EXAMPLE.COM = {
max_life = 24h
max_renewable_life = 7d
acl_file = /var/kerberos/krb5kdc/kadm5.acl
dict_file = /usr/share/dict/words
supported_enctypes = aes256-cts-hmac-shal-96:normal aesl28-cts-hmac-shal-96:normal
default_principal_flags = +preauth

[Logging]
default = FILE:/var/log/krb5libs.log
kdc = FILE:/var/log/krb5kdc.1log
admin_server = FILE:/var/log/kadmind.log

debug = false



/var/kerberos/krb5kdc/kadm5.acl 25



B. OpenLDAP Adx| _—

LDAP 0] ™e|
http://electron-swamp.blogspot.com/2014/04/initializing-openldap-database-with.html

OpenLDAP 2X| (Single Master)
https://www.itzgeek.com/how-tos/linux/centos-how-tos/step-step-openldap-server-configuration-centos-7-

rhel-7.html

OpenLDAP €X| (Muliti Master)
https://www.itzgeek.com/how-tos/linux/centos-how-tos/configure-openldap-multi-master-replication-linux.html

OpenLDAP &X| (Master-Slave Replication)
https://www.itzgeek.com/how-tos/linux/configure-openldap-master-slave-replication.html

CrS&o| dX|2d2 Single Master O|LY.
248 SHAHME & F39 EA1E Es|A Multi Master or Master-Slave Replication @2 14T}



https://www.itzgeek.com/how-tos/linux/configure-openldap-master-slave-replication.html

OpenLDAP 2X|Zxt (1/4) 25

# centos? 7|E. root HSS=E TSI,

# mi7|X| 2X|

yum -y install openldap compat-openldap openldap-clients openldap-servers openldap-servers-sql openldap-devel
systemctl start slapd

systemctl enable slapd

# of2ll EHE 7[E2= LDAPO| MEECH., == LDAP ozl of2f MEE ARRStCt, & 7|HsiECE
SUFFIX="dc=example,dc=com" # Atle| stZol| A HASICH., e.g. dc=deview,dc=naver,dc=com
ROOT_DN="cn=root"

ROOT_PW="root_password"

USERS_OU="ou=users"

GROUPS_OU="ou=groups"

# =4 2%

echo "local4.* /var/log/ldap.log" | tee /etc/rsyslog.d/99-1ldap.conf
systemctl restart rsyslog

temp_file="mktemp"’

echo "/var/log/ldap.log" | cat - /etc/logrotate.d/syslog | tee $temp_file
chmod --reference /etc/logrotate.d/syslog $temp_file

mv $temp_file /etc/logrotate.d/syslog

# root H|ZHS MM

HASH_ROOT_PW="slappasswd -h "{SSHA}" -s "$ROOT_PW""



OpenLDAP 2 X|Z2X} (2/4)

# openldap A%
ldif=config_openldap.ldif

cat << EOF | tee $1dif

dn: olcDatabase={2}hdb,cn=config
changetype: modify

replace: olcSuffix

olcSuffix: $SUFFIX

dn: olcDatabase={2}hdb,cn=config
changetype: modify

replace: olcRootDN

olcRootDN: $ROOT_DN

dn: olcDatabase={2}hdb,cn=config
changetype: modify

replace: olcRootPW

olcRootPW: $HASH_ROOT_PW

EOF

ldapmodify -Y EXTERNAL -H ldapi:/// -f $1ldif

# ACL Monitor

ldif=acl_monitor.ldif

cat << EOF | tee $1dif

dn: olcDatabase={1}monitor,cn=config
changetype: modify

replace: olcAccess

olcAccess: {@}to * by dn.base="gidNumber=0+uidNumber=0,cn=peercred,ch=external, cnh=auth" read by dn.base="$ROOT_DN" read by * none

EOF

ldapmodify -Y EXTERNAL -H ldapi:/// -f $1dif
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OpenLDAP 2 X|Z2X} (3/4)

# C|O[EfH[O]A HH
ldif=config_database.ldif

cp /usr/share/openldap-servers/DB_CONFIG.example /var/1lib/ldap/DB_CONFIG
chown ldap:ldap /var/1lib/ldap/DB_CONFIG

ldapadd -Y EXTERNAL -H ldapi:/// -f /etc/openldap/schema/cosine.ldif
ldapadd -Y EXTERNAL -H ldapi:/// -f /etc/openldap/schema/nis.ldif
ldapadd -Y EXTERNAL -H ldapi:/// -f /etc/openldap/schema/inetorgperson.ldif

short_dc="echo $SUFFIX | awk -F"," "{print $1}' | awk -F"=" "{print $2}'°
short_root="echo $ROOT_DN | awk -F"," '{print $1}' | awk -F"=" "{print $2}'"
short_users_ou="echo $USERS_OU | awk -F"," "{print $1}' | awk -F"=" '{print $2}'"

short_groups_ou="echo $GROUPS_OU | awk -F"," "{print $1}' | awk -F"=" "{print $2}'"

cat << EOF | tee $1dif

dn: $SUFFIX

dc: $short_dc

objectClass: top

objectClass: domain

dn: $ROOT_DN

objectClass: organizationalRole
cn: $short_root

description: LDAP Manager

dn: $USERS_OU

objectClass: organizationalUnit
ou: $short_users_ou

dn: $GROUPS_OU

objectClass: organizationalUnit
ou: $short_groups_ou

EOF

ldapadd -H ldapi:/// -x -w "$ROOT_PW" -D "$ROOT_DN" -f $1ldif
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OpenLDAP 2X[ZX} (4/4) 25

# ACL 4873
ldif=config_acl.ldif
cat << EOF | tee $ldif
dn: olcDatabase={2}hdb,cn=config
changetype: modify
replace: olcAccess
olcAccess: to attrs=userPassword,shadowLastChange
by self write
by anonymous auth
by dn.base="$ROOT_DN" write
by * none
olcAccess: to *
by self read
by dn.base="$ROOT_DN" write
by * read
EOF

ldapmodify -Y EXTERNAL -H ldapi:/// -f $1dif



OpenLDAP MEEZ 53T 5w

# openldap MH{Q[RS| HAX[0|M HAMSHE EICH
SUFFIX="dc=example,dc=com"

ROOT_DN="cn=root"

ROOT_PW="root_password"

USERS_OU="ou=users"

GROUPS_OU="ou=groups"
LDAP_URI="1dap://ldap.host.com”
LDAP_USER_SEARCH_BASE=${USERS_OU}, ${SUFFIX}
LDAP_GROUP_SEARCH_BASE=${GROUPS_OU}, ${SUFFIX}

# O|Af ZE FC

e e

# 0 089

GROUP=hadoop-admins

# GID_NUMBER &= {LIZslOFetCr, OFS F7rUioict CrE 152 GID_NUMBER 2t S=E(X| A & #2[5HOFSHTL
GID_NUMBER=20001

DESC="1&E AMy"

LDIF=add_group.ldif

cat << EOF | tee $LDIF

dn: cn=$GROUP, $LDAP_GROUP_SEARCH_BASE
objectClass: top

objectClass: posixGroup

gidNumber: $GID

description: $DESC

EOF

ldapadd -w $ROOT_PW -H $LDAP_URI -D "${ROOT_DN},${SUFFIX}" -f $LDIF



OpenLDAP MEE H|A =}

# openldap AH{2[Ro] AAX|0[AM AMSHE ZICt
SUFFIX="dc=example,dc=com"

ROOT_DN="cn=root"

ROOT_PW="root_password"

USERS_OU="ou=users"

GROUPS_OU="ou=groups”
LDAP_URI="1dap://1dap.host.com”
LDAP_USER_SEARCH_BASE=${USERS_OU}, ${SUFFIX}
LDAP_GROUP_SEARCH_BASE=${GROUPS_OU}, ${SUFFIX}

# Ol Z2E TILC

S A A R A A A A A A e A A

# ot AEE

USER=fo0

# AEXAL HZEHS

PASSWORD=deviewl234

# UID_NUMBER &= $sL|=sHOFSHCt,

# AdES FoRIM CHE A™2el UID_NUMBER °F =&KX 2A & Zt2[sHOoFstCt
UID_NUMBER=20001

# AEol £ OF°| GID_NUMBER

GID_NUMBER=20001

DESC="AH 4H”

LDIF=add_user.ldif

HASH_PASSWORD="/usr/sbin/slappasswd -s $PASSWORD -h {SSHA}"

cat << EOF | tee $LDIF

dn: uid=$USER, $LDAP_USER_SEARCH_BASE

objectClass: top
objectClass: account
object(Class: posixAccount
cn: $USER

uid: $USER

uidNumber: $UID_NUMBER
gidNumber: $GID_NUMBER
homeDirectory: /home/$USER
loginShell: /bin/bash
gecos: $DESC

userPassword: $HASH_PASSWORD
EOF

ldapadd -w $ROOT_PW -H $LDAP_URI -D "${ROOT_DN},${SUFFIX}" -f S$LDIF
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E u_" X DEVIEW
OpenLDAP = [ _|_7 2019
# openldap AHQIEL| AZAX|0fA AHSH= EICH
# foo AES U= 152 hadoop-admins £ X|™ICE., foo AES users IS0 F7tstein &l OffEXIZ TS}, users 1E2 0|2 FIt6i=ssrnt
SUFFIX="dc=example,dc=com"
ROOT_DN="cn=root"
ROOT_PW="root_password"
USERS_OU="ou=users"
GROUPS_OU="ou=groups"
LDAP_URI="1dap://ldap.host.com”
LDAP_USER_SEARCH_BASE=${USERS_OU}, ${SUFFIX}
LDAP_GROUP_SEARCH_BASE=${GROUPS_OU}, ${SUFFIX}

# 0ld 38 2=

e e

GROUP=users
# users 150 F7ret AXEH
USER=fo0

LDIF=usermod_add_user_to_group.ldif
cat << EOF | tee $LDIF

dn: cn=$GROUP, $LDAP_GROUP_SEARCH_BASE
changetype: modify

add: memberUid

memberUid: $USER

EOF

Ldapmodify -w $ROOT_PW -H $LDAP_URI -D "${ROOT_DN},${SUFFIX}" -f $LDIF



OpenLDAP J5HH A% DEVIEwW

# openldap AH2[Fo| AAX|0AM AMSHE =Tt

# foo AEEZ hadoop-admins, users 80| £3l QUCH. users OEOA foo AEES HASHC
SUFFIX="dc=example,dc=com"

ROOT_DN="cn=root"

ROOT_PW="root_password"

USERS_OU="ou=users"

GROUPS_OU="ou=groups”

LDAP_URI="1dap://1ldap.host.com”
LDAP_USER_SEARCH_BASE=${USERS_OU}, ${SUFFIX}
LDAP_GROUP_SEARCH_BASE=${GROUPS_OU}, ${SUFFIX}

# O|Af ZE FC

St A A S R S

GROUP=users
# users 1E0M HAHE AHY
USER=fo00

LDIF=usermod_del_user_in_group.ldif
cat << EOF | tee $LDIF

dn: cn=$GROUP, $LDAP_GROUP_SEARCH_BASE
changetype: modify

delete: memberUid

memberUid: $USER

EOF

Ldapmodify -w $ROOT_PW -H $LDAP_URI -D "${ROOT_DN},${SUFFIX}" -f $LDIF



OpenLDAP O &/A’8 4A pEVEw

# openldap MH{Q[RS| AAX|0|AM HMsT FEIC

# 18, AE AfASiCt,

SUFFIX="dc=example,dc=com"

ROOT_DN="cn=root"

ROOT_PW="root_password"

USERS_OU="ou=users"

GROUPS_OU="ou=groups"
LDAP_URI="1dap://ldap.host.com”
LDAP_USER_SEARCH_BASE=${USERS_OU}, ${SUFFIX}
LDAP_GROUP_SEARCH_BASE=${GROUPS_OU}, ${SUFFIX}

# O|Af ZE FC

e e

# AN 15Y

GROUP=users
ldapdelete -w $ROOT_PW -H $LDAP_URI -D "${ROOT_DN},${SUFFIX}" cn=$GROUP,$LDAP_GROUP_SEARCH_BASE

# AEE AE
USER=fo00
ldapdelete -w $ROOT_PW -H $LDAP_URI -D "${ROOT_DN},${SUFFIX}" uid=$USER,$LDAP_USER_SEARCH_BASE
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| =A LE | DAP 9=

# centos? 7|&. BE AU root 2 TIAGHC}

# SHAELS| RE LE(HYLE, 2[AAOfLX

H

2P0l 2lelisoFetrt,
# LDAP 2:2fO0|AE 2t mi7[X| ZX|

yum install -y sssd sssd-client sssd-ldap openldap-clients oddjob-mkhomedir

# LDAP AE2=E LEO| ssh H£ItssHA & 49 (e.g. =EOHLIK)
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
# LDAP AE2=E LEO| ssh & =7tssA &€ 49 (e.g. HRLEE, Z|AAOLIA)

authconfig --enablesssd --disablesssdauth --enablemkhomedir --update

# /etc/sssd/sssd.conf %M

# Oz THAIZE
dbus-daemon --system
systemctl start sssd

systemctl start oddjobd

/etc/sssd/sssd. conf

[domain/LDAP]

#ref: man sssd.conf
1d_provider = ldap
auth_provider = ldap
cache_credentials = true

enumerate = true

#ref: man sssd-ldap
ldap_schema = rfc2307

# LDAP FHE wHZASICt,

ldap_uri = ldap://ldapl.host.com,ldap://1dap2.host.com

ldap_search_base = dc=example,dc=com

ldap_user_search_base = ou=users,dc=example,dc=com

ldap_group_search_base

ldap_user_object_class = posixAccount
ldap_group_object_class = posixGroup
ldap_user_gecos = gecos
ldap_tls_reqcert = allow
ldap_id_use_start_tls = false
ldap_pwd_policy = none
ldap_chpass_update_last_change = false

[sssd]
config_file_version = 2
services = nss, pam
domains = LDAP

[hss]
[pam]
[sudo]
[autofs]
[ssh]
[pac]

ou=groups,dc=example,dc=com
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Ambari LDAP 91

1. /sbin/ambari-server setup-ldap WE 2 = LDAP 27ot11
ambari-server AA| &}

# /sbin/ambari-server setup-ldap

Using python /usr/bin/python

Currently 'no auth method' is configured, do you wish to use LDAP instead [y/n] (y)?
Enter Ambari Admin login: admin

Enter Ambari Admin password:

Fetching LDAP configuration from DB. No configuration.

Please select the type of LDAP you want to use [AD/IPA/Generic](Generic):
Primary LDAP Host (ldap.ambari.apache.org): ldap.host.com

Primary LDAP Port (389):

Secondary LDAP Host <Optional>:

Secondary LDAP Port <Optional>:

Use SSL [true/false] (false):

User object class (posixUser): posixAccount

User ID attribute (uid):

Group object class (posixGroup):

Group name attribute (cn):

Group member attribute (memberUid):

Distinguished name attribute (dn): ou=users,dc=example,dc=com

Search Base (dc=ambari,dc=apache,dc=org): dc=example,dc=com

Referral method [follow/ignore] (follow):

Bind anonymously [true/false] (false): true

Handling behavior for username collisions [convert/skip] for LDAP sync (skip):
Force lower-case user names [true/false]:true

Results from LDAP are paginated when requested [true/false]:true

Save settings [y/n] (y)? vy
Saving LDAP properties...
Saving LDAP properties finished

Ambari Server 'setup-ldap' completed successfully.

echo hadoop-admins > groups_file

/sbin/ambari-server sync-ldap -v
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Ltxt

--groups=groups_file.txt \
--1ldap-sync-admin-name=$ADMIN_USER \
--ldap-sync-admin-password=$ADMIN_PASSWORD
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Ranger LDAP 015 (2 /3) DEvIEwW

Ambari Web-UI 0jjA&{ RANGER -> CONFIGS -> RANGER USER INFO © 2 XI5t ofzj&o| &27d
Sync Source: LDAP/AP

£

Ct

COMMON CONFIGS Ranger User Info
LDAP URL: Idap://ldap.host.com
Enable User Sync
Bind User: cn=root,dc=example,dc=com ’

Bind User Password: LDAP & X|ZHIl| 1239t root H|HHS
Incremetal Sync: Yes
Enable LDAP STARTTLS: No
GROUP CONFIGS ayresoutee
Enable Group Sync: yes FOARIRD .
Group Member Attribute : memberUid
Group Name Attribute: cn COMMON CONFIGS  USER CONFIGS  GROUP CONFIGS
Group Object Class: posixGroup
Group Search Base: ou=groups,dc=example,dc=com
Group Search Filter: 813}
Enable Group Search First: Yes
Sync Nested Groups: No
USER CONFIGS
Username Attribute: uid
User Object Class: posixAccount
User Search Base: ou=users,dc=example,dc=com
User Search Filter: g3t
User Search Scope: sub

LDAP/AD URL

Bind User

Bind User Password

User Group Name Attribute gidNumber Incremental Sync |
Group User Map Sync: Yes s
Enable User Search: Yes

ranger-ugsync-site.xml (Advanced ranger-ugsync-site) Enable LDAP STARTTLS

4
ranger.usersync.ldap.searchBase=dc=example,dc=com o


ldap://ldap.host.com

Ranger LDAP 91 (3/3)

Bind User Password: LDAP AX|2HIl 1245t root H|ZHH S
Ldap Base DN: dc=example,dc=com
Ldap User DN Pattern: uid={0},ou=users,dc=example,dc=com

LDAP Settings €@

LDAP URL {{ranger_ug_ldap_url}} &
Bind User {{ranger_ug_ldap_bind_dn}} &
Bind User Password Type password F
User Search Filter (uid={0}) &
Group Search Base {{ranger_ug_ldap_group_searchbase}} &
Group Search Filter {{ranger_ug_Ildap_group_searchfilter}} &
Ldap Base DN dc=example,dc=com &
Ldap Group Role Attribute cn &
Ldap Referral ignore o
Ldap User DN Pattern uid={0},ou=users,dc=xasecure,dc=net &
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1pc.server.listen.queue.s1ze=3000
hadoop.security.service.user.name.key.pattern=*

hadoop .http.cross-origin.allowed-origins=*



hdfs-site.xml|

dfs.
dfs.
dfs.
dfs.
dfs.
dfs.
dfs.
dfs.
dfs.
dfs.
dfs.
dfs.

dfs

dfs.
dfs.

namenode . handler . count=200
namenode.service.handler.count=100
namenode.lifeline.handler.ratio=0.20
namenode.service.rpc-address.<ns>.<nnid>=namenode.host: 8022
namenode.lifeline.rpc-address.<ns>.<nnid>=namenode.host:8024
blockreport.split.threshold=100000
blockreport.initialDelay=2000

blocks1ze=268435456

datanode.du.reserved=429496729600
datanode.handler.count=100
image.transfer.bandwidthPerSec=31457280
namenode.accesstime.precision=2592000000

.nhamenode. checkpoint.txns=9000000

namenode . checkpoint.period=3600
namenode.quota.init-threads=8

fs.permissions.umask-mode=077

1pcC
dfs
dfs
dfs

.8020.callqueue.i1mpl=org.apache.hadoop.1ipc.FairCallQueue
.journalnode.kerberos.principal.pattern=*
.datanode.kerberos.principal.pattern=*

.namenode. kerberos.principal.pattern=*

# HA
# HA

20

20

A HIFAMBE[ALE HYIEEID
A HIFAMBE[ALE HYIEEID

U

HA[SHOFSITE
HA[SHOFSITE
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varn-site.xmi

yarn.log-aggregation.retain-seconds=004800
yarn.log-aggregation.retain-check-interval-seconds=86400
yarn.node-labels.enabled=true
yarn.node-labels.fs-store.retry-policy-spec=100, 1
yarn.nodemanager.delete.debug-delay-sec=3600

yarn.nodemanager .disk-health-checker.max-disk-utilization-per-disk-percentage=100
yarn.nodemanager .disk-health-checker.min-free-space-per-disk-mb=1024
yarn.resourcemanager.am.max-attempts=4
yarn.resourcemanager.state-store.max-completed-applications=0
yarn.scheduler.minimum-allocation-mb=512
yarn.resourcemanager.principal.pattern=*

yarn.timeline-service.principal.pattern=*
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Advanced hadoop-env

hdfs_user_nofile_limit=640000
hdfs_user_nproc_l11imit=640000
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MapReduce Framework replication factor 7% 2o

Mapreduce framework replication 5002 &3xX™

$ hdfs dfs -1s /hdp/apps/3.1.0.0-78/mapreduce

Found 2 1tems

-r--r--r-- 3 hdfs hadoop 176342 2019-01-22 19:56 /hdp/apps/3.1.0.0-78/mapreduce/hadoop-streaming. jar
-r--r--r-- 3 hdfs hadoop 308401145 2019-01-22 19:51 /hdp/apps/3.1.0.0-78/mapreduce/mapreduce.tar.gz

# setrep 50

$ hdfs dfs -setrep 50 /hdp/apps/3.1.0.0-78/mapreduce/mapreduce.tar.gz
Replication 50 set: /hdp/apps/3.1.0.0-78/mapreduce/mapreduce.tar.gz

$ hdfs dfs -setrep 50 /hdp/apps/3.1.0.0-78/mapreduce/hadoop-streaming. jar
Replication 50 set: /hdp/apps/3.1.0.0-78/mapreduce/hadoop-streaming.jar

# 3ol

$ hdfs dfs -1s /hdp/apps/3.1.0.0-78/mapreduce

Found 2 1tems

-r--r--r-- 50 hdfs hadoop 176342 2019-01-22 19:56 /hdp/apps/3.1.0.0-78/mapreduce/hadoop-streaming. jar
-r--r--r-- 50 hdfs hadoop 308401145 2019-01-22 19:51 /hdp/apps/3.1.0.0-78/mapreduce/mapreduce.tar.gz
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oozie-site.xml|

oozle.processing.timezone=GMT+0900



E. SPNEGO H&2 9ot BeteX 473 sy



macOS: AOZ|

XJHol AXAH0| SPNEGO Web-Ul 0f] H&01s
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macOS: o[ ZA

S0l about:config Y= = Oz 230 olaA{H M|l S Y= CieE 3R, AE2XAIE LIFeHTt

network.negotiate-auth.trusted-uris = .navercorp.com, .naver.com

network.negotiate-auth.delegation-uris = .navercorp.com, .naver.com

@ Firefox oY WY 27| %272 =2olE £33 O £2¥

<) > C © Firefox  about:config g mw o & =
#4: | Q negotiate-auth.*-uris (%
43 0l8 ~ | u= | #Y | & [
énetwork.negotiate-auth.delegation-uris T34 =xE ] B 8.7 5 2 .navercorp.com,

Enetwork.negotiate-auth.trusted-uris >34 =X oS, SN, SN SSESs mm),.NAVErcorp.com, e s



about:config

mac0S: 73 32, o] ¢

Ao|M HERXE HMA|HOFSIL --auth-server-whitelist Of2(0|E| StEAH ZHQUSES
A

= T=XAt= LIEICE
HeE2X0| 28 X°8ot= ' Al

[

s

/Applications/Google\ Chrome.app/Contents/Mac0S/Google\ Chrome --auth-server-whitelist=".navercorp.com, .naver.com"

A

/Applications/Whale.app/Contents/MacOS/Whale --auth-server-whitelist=".navercorp.com, .naver.com"



Windows: ItO|O{ZA

FAF0| about:config == Ofell 2HS B5 RO
network.negotiate-auth. *-uris 0| StsAH EH|CIS QSIL}

network.negotiate-auth.trusted-uris = .navercorp.com, .naver.com
network.negotiate-auth.delegation-uris = .navercorp.com, .naver.com

network.negotiate-auth.using-native-gsslib = false

network.negotiate-auth.gsslib = C:\Program Files\MIT\Kerberos\bin\gssapi164.dll

network.auth.use-ssp1 = false

network.negotiate-auth.allow-non-fqdn = true


about:config

